The purpose of this panel is to introduce the safety and security issues related to the development and operation of Intelligent Transportation Systems (ITS) to Compass participants. Many of these issues need to be addressed by the system safety and computer security communities prior to the development and deployment of ITS. For example, how can information technology be applied in the context of a fully automated highway system (AHS) such that the safety, security, and performance of the system are not compromised? At present, the U.S. and other countries are funding academia and industry to build prototype automated highway systems in which vehicles are controlled via drive-by-wire technology, with vehicles traveling at high speeds (in excess of 30 m/s) at close spacing (1 to 4 m). The potential impact of software errors or hardware errors on system safety and security are great.
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Background
In the past, the problem of providing increased mobility for travelers on U.S. highways was solved by increasing the size of the existing roadway infrastructure via the construction of new roadways and bridges. The constraints and forces affecting surface transportation at that time seemed manageable because of the relative ease with which government agencies could obtain the necessary right-of-way and roadway construction funding. Over time, however, these constraints and forces have shifted, making such an solution untenable from political, economic, and environmental perspectives. For example, in some densely populated urban areas, it is not economically feasible to purchase the land upon which to construct one or more new lanes along existing lanes, or the impact to the environment, such in wet lands, precludes any type of construction. Moreover, due to such factors as induced demand, additional lanes and bridges do not, in their own right, help to reduce highway congestion, improve highway safety, or minimize vehicle emissions.
Recently, the surface transportation community in the United States has begun to rely more and more heavily on the use of information technology to address highway congestion, highway safety, and vehicle emission issues. Congress also recognized the need for solutions and, in 1991, passed the Intermodal Surface Transportation Efficiency Act of 1991, known as ISTEA. ISTEA authorizes completion of the Interstate Highway System, and authorizes $155 billion in expenditures over six years. ISTEA also contains the IVHS Act --the Intelligent VehicleHighway System (IVHS) Act. Since the passage of the Act, the name IVHS has been changed to Intelligent Transportation System (ITS) to better reflect the multi-and intermodal aspects of surface transportation (e.g., to encompassing transit and trucking and their integration with other modes of transport). One way to categorize types of ITS is by function, as given below.
Advanced Traffic Management Systems (ATMS)
-integrate management of roadway functions such as integrated signal controls, priorities for high-occupancy vehicles, ramp meters, and traffic congestion and incident monitoring. There are obvious problems of intra-and intersystem compatibility and communication of multiple computer systems from multiple vendors built at different times intended to service multiple ITS goals. There are also important problems of security and safety that must be solved for many of the goals. In many cases, security and safety are tightly linked. Imagine the impact on safety of an intruder in the Emergency Vehicle Routing System.
